OLASS NOTES WEEK THREE PROCEDURE (3+1-1A) re ee ee 
TITLE: INTRODUCTION TO NAVAL COMm!NICATIONS 
OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE TO: 
1, DEFINE THE TERM "NAVAL COMMUNICATIONS". 


I}. EXPLAIN THE RELATIONSHIP OF NAVAL COMMUNICATIONS TO COMMAND. 
TI. STATE THE MISSION AND POLICIES OF NAVAL COMMS “UNI CATIONS. 


iM OE XPLAIN THE GENERAL CAPASILITIES OF NAVAL COM HUNT CATIONS. 0s” _ 


1. NAVAL COMMUNICATIGNS 


A. DEFINITION: THE ENTIRE CONMmUNICATIONS 
EFFORT OF THE DEPARTMENT. OF THE NAVY 
« AFLOAT AND ASHORE. IT INCLUDES ALL 
¥ FACILITIES ,PERSONNEL AND TECHNIQUES E!:PLOYED 
& FOR THE PURPOSE OF PROVIDING RAPID COMii- 
y UNICATIONS. "NAVAL COMMUN |G2TLONS* HOWEVER 
IS NOT THE FORMAL TITLE OF AN ORGANIZATION. 


Be RELATIONSHIP TO COMMAND 


ia NAVAL COMMUNICATIONS 1S THE MEANS BY | 
WHICH A COMMANDER SAKES HIS ILL KNOWN ‘ 
AND IS THEREFORE, THE. "yoiee =F Commdar Cs - ere cee 
", EVERY TRANSMISSION MADE VIA a ‘ 

NAVAL Tone ‘UNICATIONS SPEAKS FOR AND 
WITH THE AUTHORITY OF THE COMMANDER OF 
THE ACTIVITY WHICH ORIGINATED THE 
TRANSEHISSION. 


Cs COMI MANDERS HAVE THE AUTHORITY AND RE-~ 
PONSIBILITY FOR eee IN ace 
CORDANGE WITH PRESCRIBED REGULATIONS 
hee aie THAT PORTION OF NAVAL 
COMMUNICATIONS WHICH IS WITHIN THEIR 
ORGANIZATIONAL COMMAND. 


Ce. MISSION ANG POLICIES 


t DEF INIT LOU OF MISSICN: PROVIDE AND 
COMEUNIC CATIONS BSED ON sé. 


5 AL: SMELT S 


ee POLAOY OF NAVAL COKIUN]TCATIGNS 
A. ESTABLISH AND MAINTAIN EFFECTIVE 
COMMUNICATIONS & I THIN THE BEPART- 

MENT OF THE NAVY, 
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Dae 


GENERAL CAPABILITIES 


1. 


B. ENCOURAGE AT ALL LEVELS OF COMMAND AN 
EFFORT TO IMPROVE TECHNIQUES, PROCEDURES, 
AND EFFICIENCY. 


C. COOPERATE WITH THE MILITARY SERVICES, 
DCA, AND OTHER DEPARTMENTS aND AGENCIES 
OF THE U.S. GOVERNMENT AND ALLIED NATIONS 


D. ENCOURAGE eee OF THE AMATEUR AND 
COMMERCIAL COMMUNTCATIONS ACTIVITIES OF 
OE gore TO ENHANCE: THEIR MILITARY VALUE 
AND TO SAFEGUARD THE INTEREST OF THE 
NATION. 


E. MAINTAIN FACILITIES FOR ADEWUATE COMmU- 
NICATIONS WITH THE U.S. MERCHANT MARINE, 
AIRCRAFT OVER THE SEA, AND APPROPRIATE 
U.S. AND FOREIGN COMMUNICATION STATIONS 
IN ORDER TO PROMOTE THE SAFETY OF LIFE 
AT SEA AND IN THE AIR. 


eet AN A ARN EAE NEEM SAR ENEMA AN Rn SMO EEO RNG IA TNE RECN: A 


NAVAL COMMUNICATIGNS 1S A HIGHLY-COMPLEX, 
TECHNICAL AREA OF NAVAL OPERATIONS. INTEGRAL 
TO THE OPERATIONS OF NAVAL COMBATANT AND 
SUPPONTING FORCES, aoe NAVAL COMMUNICATIONS 
COMPLEX PROVIDES, OPe RATES, AND UAAINTAINS 
TACTICAL CGisk WNT GAT LON SUBSYSTEMS, INCLUDING 


eee Ee | BROADCAST SYSTEHS, SHIP- SHORE SYSTENS 4 


AND AIR=GROUND SYSTEMS, IN ADLITION TO NAVY 
CuaMUNICATICON COMPONENTS OF THE NATIONAL 
AND DEFENSE COM. UNICATIONS SYSTEMS AND THE 
WORLDWIDE RHILITARY COMmaAND AND CONTROL SYS 
TEM. NAVAL COMMUNICATIONS 1S RESPONSTELE 
FOR VIRTUALLY EVERY TASK PERFORMED GY A 
SHIP OR SHORE COMMAND. 


” PERFORMANCE REQUIRE EMENTS: TOP PERFOR:ANC 


IS REQUIRED OF COMMUNICATIONS AT ALL TIMES, 
AND an ALL de FOR. TRNAS are AoE AND 
cr 6) a eC) VITAL INFORMA? TON. 


. | 
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‘LASS NOTES WEEK THREE PROCEDURE. (3-1-2A; 


TITLE: INTRODUCTION TO THE NAVAL COW UNI CATIONS SYSTEM 
AND NAVAL COM&UNICATIONS STATION ORGANIZATION 


OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE TO: 
le XPLAIN THE ORGANIZATIONAL COMPOSITION OF NAVAL COMMUNICATIONS. 


Jt. NAME THE OFFICE EXERCISING “MANAGEMENT CONTROL OF THE NAVAL 
COMMUNICATIONS COMPLEX. 


11. EXPLAIN THE MISSION, OF THE ACTIVITIES DF THE NAVA HL 
COMMUNICATICNS SYSTEM 


IV. NAME THE MAJOR COMPONENTS UF A NAVAL COMMUNICATIONS 
STATION AND EXPLAIN THE BASIC FUNCTION OF EACH COMPONE NT. 


Ve EXPLAIN THE BASIC FUNCTION OF THE FLEET CENTER AND MESSAGE 
CENTER OF A NAVAL COMAUNICATIONS STATION. 


pence ni ne RRR rent ~—he—e"2ARERO:TE—RT  en A  SAA  NOAI N OTSAE ROO IASOP E SAORTSUNANRrmS A ENE » “TD SENT RETR TI OS EY AS RES AS SEY = 


1. ORGANIZATION OF NAVAL CONMUNECATIONS ’ 


A. ASSISTANT CHIEF OF NAVAL OPERATIONS/DIRECTOR 
COMMAND SUPPGRT PROGRAMS (ACNO/DIRCOMSUPRO ) i 


1. THE MISSION OF ACNO, AS THE COMMUNICATIONS 
EXECUTIVE TO CNO, IS TO EXERCISE OVERALL 
AUTHORITY. THROUGHOUT. THE DEPARTMENT. OFTHE 
NAVY TN MATTERS PERTAINING TO COMMUNICATIONS 
CRYPTOLOGY... AND THE RADIO FRE :UENCY SPECTRUM 
AND APPROVE REQUIREMENTS FOR THE DEPARTMENT 
OF THE NAVY IN THOSE AREAS. 


B. DIRECTOR NAVAL CORMUNICAT] ONS/COMMANDER | wie f 
NAVAL COMMUNICATIONS: COMMAND (DNC/COMNAVCON ) ComNaw Te Lom 
| ) Poa Oa ai 
1. THE MISSLON OF COMNAVCOM 1S TO: od 


| 
| 
OPERATING EFFICIENCY, AND SECURITY OF | 
NAVAL COmMUN{ CATIONS THROUGHOUT THE | 
DEPARTHENT OF THE NAVY. 

i 


B. PROVIDE, OPENATE, AND MAINTAIN ADEQUATE 
AND SECURE NAVAL ” COMMUNICATIONS. 


C. APPROVE RECUIREMENTS FOR THE USE OF 
EXISTING COMMUNICATIONS CAPABILITIES AND 
RESOURCES. . 


| 
| 


hes i . oe eae by cela 
4 CR Lae He eos 7) 0 PRE 


D. COORDINATE THE EXECUTION OF AP- 
PROVED COMEUNICATIGNS PROGRAMS. 


E. ADMINISTER AND COORDINATE RADIO 
FREQUENCY MATTERS. 


F. EXERCISE COMMAND AUTHORITY OVER 
AND BE RESPONSIBLE FOR THE PRIMARY 
SUPPORT OF THE SHORE (FIELD) AC- 
TIVITIES OF NAVCOMMSYS AS A NAVAL 
SERVICEWIDE SYSTExs, AND SUCH OTHER 
ACTIVITIES AND RESOURCES AS MAY BE 
ASSIGNED. 


C. .DIRESTOR SIGNAL EXPLOITATION AND SECURITY 
he ON7 Com NDER NAVAL SECURITY GROUP 
COMMAND (DSESD/COMNAVSECGRU ) 


1. THE MISSION OF COMNAVSECGRU IS TO: | 
A, EXERCISE AUTHORITY OVER PERFOR- 


MANCE OF CRYPTOLOGIC AND RELATED i 
FUNCTIONS. 


B. PROVIDE, OPERATE, AND MAINTAIN AN 
ADE..UATE NAVSECGRU, | 


C. APPROVE REQUIREMENTS FOR THE USE 
OF EXISTING NAVSECGRU CAPABILITIES 
AND RESOURCES. 


D. COORDINATE THE EXECUTION OF APPROVED 
PROGRAMS. 


E. EXERCISE COMMAND AUTHORITY OVER AND 
BE RESPONSIBLE FOR THE PRIMARY SUP 
PORT OF THE SHORE (FIELD) ACTIVITIES OF, 
NAVSECGRU AS A NAVAL SERVICEWIDE 
SYSTEM, AND SUCH OTHER fies AND 
RESOURCES AS MAY BE ASSIGNE 


11. MANAGEMENT CONTROL 


As THE See, © p Navy ______HAS ASSIGNED 
10 GoNNAVOOD THE VISSTON TO EXERCISE 
COMMAND AUTHORITY OVER THE NAVAL CGr AU 


NICATIONS COMPLEX, 


cevernsoemneeet 


A. DESCRIPTIONs. A FIXED INTEGRATED COM U- 
NICATIONS NETWORK THAT FORMS. THE FRAME} 
WORK OF NAVAL COMMUNICATIONS. 


4 
| 
| 
| 
11. ACTIVITIES OF NAVAL COMMUNICATLONS SYSTEM ee 
| 
i 
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- B. MISSIONs THE ::ISSTON CF ALL NAVCOMESYS 
ACTIVITIES 1S TO wANAGE,' ‘OPE RAT AND © 
MAINTAIN THOSE FACILITIES gov). Ey. 

_ : EQUIPMENTS, AND DEVICES NE CESSARY "50 


) PROVIDE REC ye CG“@UNTCATIONS FOR THE 


i COMMAND, OPE 
“Si STRATION GF THE NAVaL ESTABLISHMENT, TO 
MANAGE, OPERATE AND “AINTAIN THOSE FA- 
CILITIES GF THE DCS AS ASSIGNED; AKD TO 
PERFOR SUCH OTHER FUNCTIONS AS MAY CE 
DIRECTEL BY THE CNO. Re 


ATICNAL CONTROL, aND ADEINI- 


IV. NAVAL COBMUNICATIONS ‘STATION COMPONENTS vhveummsTA 


(As COMMUNICATIONS CENTER (COHMNCEN) 
1. TECHNICAL CONTROL FACILITY (TCF) 


ir saa eae ie wa iD 


2. PATCH AND TEST FACILITY (CRYPTOGRAF HIC : 


EQUIPMENT AREA) 


3. PATCH AND TEST FACILITY. (TERS INAL 
EQUIPMENT) yk 3 ds 


4, THE CRYPTOCENTER yop seere7 
= 5, THE FLEET CENTER 
6. THE HESSAGE CENTER 


{. THE UNCLASSIFIED COM-UNICATIONS AREA 


(WI REROOM ) 


AR, THE GRAPHICS CENTER 


9, THE RELAY CéNTER 
1. THE VISUAL SIGNAL FAGILITY 
(Bs RECEIVER STATION (NAVRADSTA (Q) 


1, PROVIDES RECEIVING FACILITIES TC MEE 
VALIDATED COMMUNICATION OPERATING 
REQUIRESENTS, 


2. PROVIDES RE#OTELY CONTROLLED RECEIV- 
ING FACILITIES FOR USE BY OTHER NAVA 
pC TIMI TIES AS AUTHORIZED BY COMNAV- 

OMM 


fs SLQGg pcr i ‘ : 
(GF TRANSMITTING STATION (NAVRADSTA {T) ) 


1. PRGVIDES TRANSMITTING FACILITIES TO 
MENTS. 


Ce PROVIDES RBFEISOTELY CONTROLLED TRANS 
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MEET VALIDATED CO...UNICATICNS REQUIRE- 
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MITTING FACILITIES FOR USE BY OTHER NAVAL 
ACTIVITIES AS AUTHORIZED BY CUMNAVCOQ.s. 7 


tener vatme cnn CrpmmmeNe MN o8et oat = oneal 


Ve COMMUNICATIONS CENTER FUNCTIONS 
A. FLEET CENTER FLT CEM 
1. OPERATES ALL CRYPTOGRAPHICALLY PROTECTED 


BROADCAST, SHIP/SHORE, AND WHEN ASSIGNED, 
AIR/GROUND CIRCUITS. 


it jae 


2. OPERATES NORATS FACILITIES WHERE INSTALLED ot 


Se PERFORMS RELAY FUNCTIONS FOR NAVY SPECIAL 
PURPOSE OPERATIONAL NETWORKS, 


4, PROVIDES THE TRANSFER! POINT ‘FOR “MESSAGES * ooo, 
BETWEEN THE NAVY'S OPERATING FORCES (E.G., 
SHIP/SHORE, AIR/GROUND) AND THE DCS. 


5. OPERATES A FLEET LOCATOM INTEGRATED WITH THE | 
OVEMENT RESORT SYSTEM TG CENTRALIZE ROUTING | 
INFORMATION FOR THE OPERATING FORCES. 

B. MESSAGE CENTER 


OUTGOING MESSAGES FOR TRANSMISSION OR LOCAL 


| 
1. RECEIVES, PREPANES, AND PROCESSES INCOMING AND| 
DELIVERY OR BOTH. | 


2. PROCESSES SERVICE MESSAGES. 


3. filo PAINS MESSAGE Eoees 
H 
i 
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ASS NOTES WEEK THREE PROCEDURE (3-1-3) 
—f1TLEs [NTRODUCTION TO AFLOAT ORGANIZATION 
OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL 


1, EXPLAIN THE BiSIC SHIPBOARD WATCH ORGANIZATION OF 


OF KEY COMMUNICATIONS SILLETS. 


BE ABLE 


AFLOAT 
COMMUNICATIONS AND EXPLAIN THE FUNCTIONS AND RESPONSIBLITIES 


ll. EXPLAIN THE RELATIONSHIP OF NAVAL COM “UNICATIONS TO THE 
he 


oe COMMUNICATICNS SYSTEM (DCS) AND NATLONAL COM 


NICATIONS SYSTEM (NCS). 


[. AFLOAT COMMUNICATIONS 
As COM MIUNTCATLONS ORGANIZATION 


1. DESCRIPTION: THE BILLET STRUCTURE AND 
NUMBER OF PERSONNEL ASSIGNED WILL VARY 
WITH THE MISSION. AND FUNCTIGN OF THE SHIP. 
FOR INSTANCE, IN SOME SHIPS THE COMMUN | - 
CATION WATCH OFFICERS (CWwOS) WELL ‘BE ASSIGNE 
COLLATERAL DUTIES AS RADIO OFFICER, SIGNAL 
OFFICER AND RPS CUSTODIAN, WHILE IN SHALL - 
SHIPS THE COMMUNICATION OFFICER MAY PERFORM 
ALL THESE DUTIES. LIKEWISE, IN SMALL SHIPS, 
ONE OR NORE ENLISTED HEN MAY. -PERF ORE ALL 
DUTIES. OF a “CO zUNTCAT) OB WATCH OFFICER 
'CWO), SENIO WATCH SUPERV ISO; (SWS), MAIN 
AG ROR LCATION SUPE VISOR, AND. TECHNICAL. 
“CUNTROLSUPERVISOK. THE BILLETS ane BASIC, 
AND WHE N THEY afte cor BINED, THEIR ASSOCI— 
ATED ] DUTIES MUST BE S[k ATLARILY COME INED. 
NWP 416 DESIGNATES THE TYPES UF SHIPS IN 
WHICH THERES 1S A COMMUWTCATLON .QIPARTMENT. 
IN SHIPS NOT SO DESIG aNATED, COW Eyres TON 
PERSONNEL ARE ASSIGNED TG THE Oo Arora. 
: _DEPANTHENT. IN EITHER CASE, “FUE 


CO UNTCATION FUNCT Lots ARE THE SANE. 


Bs KEY BILLETS 
1. FUNCTIONS AND RESPONSIBILITIES 
A. COMMUNICATIONS OFFICER ( CO:iN0) 


HE cae oe | MAME Oo 
os THE COMMUNICATIONS OFFICER AT EACH 
COMMAND, AFLOAT GR ASHORE, IS 
RESPONSIBLE: TO THE conn Aubin é ae 
SERICER FOR RELIABLE, SECtHes. AND 
RAPID COMMUNICATIONS FO 
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fin yiiad dae. 


TOs 


W 


THE COMMAND TO WHIGH HE 1S ATTACHED. 
AS THE COMMUNICATION ADVISOR FOF, THE 
COMMAND, WITH DIRECT RESPONSIBILITIES 
FOR ALL COMMAND COmMMUNICATIGNS FUNCTIONS, 
HE 1S REGUIRED TO HAVE KNOWLEDGE OF, 
AND BE ABLE TO USE, NAVAL WARFARE 

PUBLICATIONS (nets) “AS THEY AFFECT 
COHMUNICATLEONS, AND SUPPOrTING AND 
AMPLIFYING CO® UNI CATIONS. PLANS AND 
DIRECTIVES FOR THE COU-MAND. THE SHIP'S 
COMMUNICATIONS OFFICER 1S RESPONSIBLE 
FOR ORGANIZING, SUPERVISING, AND 
COURDINATING THE SHIP'S EXTERIOR 
COMMUNICATIONS, INCLUZCING MANAGEMENT 
OF CONNECTED [INTERIOR SYSTEMS. 


B. COMMUNICATIONS WATCH OFFICER (CW 


1. THE COMMUNICATION WATCH OFFICER(S ) 

1S NORMALLY FROM THE COPLESENT OF 
OFFICERS ASSIGNED TG THE CPERATIONS 
DEPARTHENT, EXCEPT IN THOSE SHIPS THAT 
HAVE A COMMUNICATION DEPARTAENT. IN 
LARGE SHIPS, PARTICULARLY IN WARTIME, 
“JUNIOR OFFICERS ‘iAY BE ASSIGNED 
SPECIFICALLY TO THE OPERATIONS/COMM— 
JNIGATIONS DEPARTMENT FOR WATCHSTANDING 
DUTY Of TRAINING IN CO: EUNT CATIONS. 

IN SMALLER SHIPS, THE LUTY OF THE CWO 
VELL BE PREFORMED BY THE COM’ UNICATION 
OFFICER ANL RPS ASSISTANTS, [INCLUDING 


SEWIOR ENLISTED MEN WHEN NECESSARY. Pop a YEE 


THE CwO, UNDER THE CO:4 AUN] CATION 
OFFICER, IS RESPONSTELELE FOR ALL IN- 
COMING AND OUTGOING TRAFFIC AS PROVIDEL 
IN THE STANDARD CG? “UN SATION ORGANI = 
ZATION. HIS bUTY 1S TG ENSURE THAT he 

SAA = «TRANS ITTED OR RECw 

i ARE HAN ILED FAPIDLY AND Cava ae 

IN ACCORDANCE WITH EXISTING REGULATIONS 


C. SENIOR WATCH SUPERVISOR (S¥S) 


“T. THE SENIOR BATCH SUE aoe as WHEN 
ASSIGNED, 1S THE SENIOR ENLISTED. MAN 
ON MATCH AND IS HESPONS IBLE TO THE 

_.FOR ALL COMAUNICATIONS. 


D. SIGNAL SUPERVISOR 
1. THE SIGNAL SUPERVISOR IS RESPC NS TBLE 


TO THE SDO, O8D, AND CvO/SWS FOR 
SUPERVISI NG THE: VISUAL SYGNAL WATCH. 
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E, MESSAGE PROCESSING CENTER SUPERVISOR 


‘ 
j 
1. THE MESSAGE PROCESSING CENTER { 
SUPERVISOR IS RESPONSIBLE TO THE SWS | 

OR THE CWO FOR MESSAGE PROCESSING 
AND CIRCUIT OPERATION FUNCTIONS. 

HE HAS DIRECT SUPEAVISION OF ALL THE| 
OM EN ON WATCH IN THE HE RSA GE 
PROCESSING CENTER. LSIAIN © | 

| 


L1. COMMUNICATIONS RELATIONSHIP 
4 NATIONAL COuUNICATIONS SYSTEM (NCS) =~ Sgr 
1. SOME DEFENSE COMMUNICATIONS SYSTEM (DCS) 


| 
FACILITIES ARE OWNED AND OPERATED BY THE | 
NAVY. THEREFORE, THROUGH THE DCS. THESE oo 

| 

{ 

| 

i 


NAVY FACILITIES ARE A PART OF THe NCS 
AND ARE GOVERNED BY NCS RULES AND PRCC~ 
EDURES. THE COuNAVCOM pe RESEN Ts THE 
DEPARTMENT OF. THE NAVY IN Ge cone 
COMMUN TCATLONS MATTERS WTR THE ANACER, 
NATIONAL COMAUNICATLONS SYSTER: 


pag OS Me 


Bi DEFENSE CO:MULIGATIONS SYSTEM nS) 


i WiTe THE EXCEPTION OF NATIUNAL EMERGENCY 
COweAND POST AFLOAT (NECPA) FACILITIES, 
ALL DCS FACILITIES OPERATED BY THE NAVY 
ARE ASHORe . THE MAUORITY OF “IESSAGE 
FLOWING BETWEEN SHIPS AND SHORE COMMANDS 
IS ROUTED OVER DCS CIRCUITS AT SOWE | 

POINT BETWEEN ORIGINATOR AND ADDRESSEES. 
THE Aah ay > as 4? AND. Wave ‘5 ana JARE -[ NOR. 
MALLY NTs WHERE “ESSAG™ TRAFFIC | 
1S TRANS FERRE D BET-EEN NAVY OPERATIONAL 
CIRCUITS AND LCS CIRCUITS. THE INTERFACE 


iS PROVIDED Il THE Puce dg cere. 
~ 
nla PET ; ee oe 


GLASS NOTES ' WEEK THREE PROCEDURE (3-2~1) 


TITLE: INTRODUCTION TO SECURITY 


UBJECTIVES: UPON COMPLETION OF THIS LESSON YOU “ILL BE ABLE TO: 


be Werle THE Tene “COmaUNI GAT ONS SECUa TTY, 


EF: HES Crp Pe 


ATI ur NSTHUCH 


r 


mare) 


Way aay COM, UN | CA- 


[li,. STATS THe FUNDAHET 
we 
rhe. 


OF. MILITARY COMME 
SATLONS AN‘) ay CE i r 


An Wee age a oa IATL ON OF THE 


OF SECUAITY. 


-DIVISLONS OF COs. 
DESCRIPTION OF 


A. ou NUTS w 2 COHOUNECATIONS 


4 
Jp< 


a oo RE Seton ri E Alm 
PL i CAT | ol IF iA St aS eo DES I GN TO DENY 
TO JNAUT j nAT EON GF 


Si 


VA ve ray 
STUY Uh ANE 
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Ph, SECURITY PUSLICATIONS 


1. LONG TITL?: Gymp, Tait ce age 


Ree UT 1S f. GONP VOENT bites oo 
i [CATION “HICH PAOY ERIS GS 
HCE TO ALL PEASONNEL OF ALL 
TAT [on NS UHO ANE RESPONSIBLE 
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i 
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= 


(em ra: 


D. OPNAYINST 5519.1 (cents) 


1, LONG TITLE: Deet o€ Navy Sccutery ida: 
S AN UNCLASSIFIED PJ LECATI 
HICH CoNTAINS -ETAILED M=GULA~ 
[ONS AND GUIDANCE FOR CLASSIFY- 
ING, WARKING AND HANLING CLASSI 
PED INFORUATION AND oe ACCESS 


PTY DIRECTIVE AELATING 1G vale 
APEQUAT ‘DING OF CLASSIFIED [NFOR 
MATION, ITS PROVISTONS oe TO 
ALL: GILITARY AND CIVILIAN PERSON 


t 
l 
E 
Te 
rere US ae eo Aare hige, vy" SE 
CL 
Si 


ia 


|ON 
| 
‘PRETO AND DISCLSUQE ie E 


b fav e Codsaieis 
Wecemarion 


NEL: AN}} TO ALL ACTIVITIES OF THE 


DEPARTMENT OF THE NAVY, 


Lil. SELATIVE IMPORTANCE OF FUNTAGENTAL NEQUIRg- 


ENTS. OF AVAL COMAUNT CATIONS 


Ke Phe ARE THEE FUNOASENTAL REQUIREWEN 
OF NAVAL BUI UNTCATIONS, 


ae 
‘S > 


1% LIABILITY a9, wid YR 


wshd 2B ob Ee Enemas mrt 


24 SE CURLTY . ~ VARLABLE WEL? TIONSHIP 
Veet SECURITY AND SPEES. DUGING re 
INITEAL PLANNING Ae CAROUGH Tie 
sae ae RAT LON STAGE, TO E TIME FOR 
EXEC TION, SECUM TY eONe DEAAT IONE 
ARE SOntN NANT, oT SPeei SECOHES [Ne 


CHEAS INGLY [sa PORTANT. 


HE SITUATION, 
J F AN OPERATION 
Gi PAT NG 2 ATTL ED 1S oes 
WORE IMPORTA NT 7 ECUN | 


C2 
ee 


lV. LIMITATIONS AND PSINCIPLE BASIS OF SECUR-~ 
ITY 


A, LiGtlTATIONS OF SECURITY 


14°'SE EON ITY 18, CANS ~ NOT_AN END, 
ROLES TM TCH 


GOVEIN ‘SECURTTY OF CLAS 
LP le THEOUMATILON ARE COMPARALLE TO 
GUNNERY SAFE =TY ORDEGS. THEY PO NOT 
GUAM ARE): eee AND Tie DO 
_ NOT ATTEN “PT O tie E CEE RY CORCE VAG 
SITUATION, Bs LAW OF & MENES ENG 
Pre uae Lhe AT ro THE CONTAOL ae 

HAT CAN BE SaPLOYED PAOFITASL Y, Bu 
ils POSSISLE TO OBTATN A SATISFAC 
TORY DEGREE O23 SECUNITTY WITH A BEN] 
Ui OF SACRIFICE Tt OPERATING cFFI- 

CrE NCY, 
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CLASS NOTES _ WEEK THREE PROCE: URE (3-2-2) 


TITL 


Ez: INTRODUCTION TO SECURITY 


OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE T@ 


DEFINE THE TERM "CLASSIFICATION™ AS APPLIED TO DEFENSE 
INFORMATION. 


DEFINE THE TERM "CLASSIFIED MATTER". 


STATE THE THREE CATEGORIES OF CLASSIFIED [INFORMATION NO 
GIVE THE DEFINITION OF EACH CATEGORY. 


INDICATE THE CLASSIFICATION CATEGORY OF VARIOUS TYPES 
OF CLASSIFIED MATTER WHEN GIVEN A LIST OF VARIOUS TYPES 
OF CLASSIFIED MATTER 


CLASSIFICATION | 


A. UEFINITION: THE BETERMINATION THAT : 
OFFICIAL [NFORMATION REQUIRES. ic PAE aa 

- INTEREST OF NATIONAL DEFENSE, A SPECIFIC 
DEGREE OF PROTECTION AGAINST UNAUTHORIZED: {| 
CISCLOSURE, COUPLED WITH A MARKING OR 
OTHER IDENTIFICATION SIGNIFYING THAT : 
§ 


SUGH A DETERMINATION HAS BEEN MADE 


GLASSIPIED MATTER | 
A. GO LSSITIED INFORMATION 
ie G-ASS IF 1ED INFORMATION 1S OFFICIAL’ 
‘MFORMATICN WHICH HAS BEEN DETERMINED « 
79 REGUIRE, IN THE INTERESTS OF NA- 
TIONAL DEFENSE, PROTECTION AGAINST 
UNAUTHORIZED DISCLOSURE AND WHICH | 
HAS GEEN SO’ DES!GNATED : 
FB. CLASSIFIED MATERIAL | 
. GLASSITIED WATERIAL 1S ANY MATTER, | 
LOnuy ‘ENT, PRODUCT, OR SUBSTANCE Of 
GP IN WHICH CLASSIFIED INFORMATION 
IS REGGPDED OF EMBODIED. 


Ze HE TEPYS "CLASSIFIED [NFORMATION", 
CASSIFIED MATERIAL", "sajes aie 


hooped 


et SIFTED: DEFENSE TNFORM | 
APE SOMETIMES USED AS SYNONYMS, THE 
INSTANT DIFFERENTIATION BETWEEN "CLASS-| 
IFIED INFOPYATION" AND "CLASSIFIED 
-VATER IAL” OR "CLASSIFIED MATTER" {S 
NOT INTENDED TO INTERFERE WITH THAT 
BEGADER UFAULUG WHEREVER EMPLOYED. 
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ltt. CATEGORIES OF CLASSIFIED INFORMATION 


A 


Tt 


‘ERE ARE THREE CATEGORIES OF CLASSIFIED 


INFORMATION WHICH, IN DESCENCING ORDER 


OF 


IMPORTANCE, SHALL CARRY ONE OF THE 


FOLLOW NG DESIGNATIONS: "TOP SECRET", 
"SECRET", OR "CONFIDENTIAL", 


7 


nm 
. 


TOP SECRET 


Ae THE USE OF THE CLASSIFICATION TOP 
SECRET SHALL BE LIMITED TO DEFENSE 
INFORVATION OR MATERIAL WHICH REQ- 


IRES THE HIGHEST DEGREE OF PROTECTION, 


. THE TOP SECRET CLASSIFICATION SHALL 
BE APPLIED ONLY TO THAT INFORMATION 
OR MATERIAL THE DEFENSE ASPECT OF 
WHICH IS PARAMOUNT, AND THE UN- 
AUTHORIZED DISCLOSURE OF WHICH 
COULD RESULT IN éxcePrendicy Gkve . 
DAMAGE TO THE NATION, 


SECRET 


A. THE USE OF THE CLASSIFICATION 
SECRET SHALL BE LIMITED. TO. THE 
DEFENSE {INFORMATION OR ‘MATERIAL 
THE UNAUTHORIZED DISCLOSURE OF 


WHICH COULDRESULT IN SERIDUS “PAMAgE 
TO -THE NATION, 


CONF IDENT IAL 


A. THE USE OF THE CLASSIFICATION 
CONFIDENTIAL SHALL BE LIMITED TO 
DEFENSE INFORVATION OR MATERIAL THE 
UNAUTHORIZED DISCLOSURE CF WHICH 
COULD BE #¥etuprG/Ar TO THE 
DEFENSE INTERESTS OF THE NATION. 


Ma CATEGORIES CLASSIFIED VATTER 


A. 


Ee 


TOP SECRET CLASSIFICATION SHALL BE 


“APPLIED ONLY TO THE FOLLOWING TYPE OF 


INFORWVATION OR MATERIAL: 


4 


N 
a 


LEADING TO A DEFINITE SREAK LN DIP- 
LOWATIC RELATIONS AFFECTING THE DEF- 
ENSE OF THE UNITED STATES, AN ARMED 

ATTACK AGAINST THE UNITED STATES, OR 


ITS ALLIES, A WAR, 


THE COMPROMISE OF WILITARY OR DEFENSE 
PLANS, OR INTELLIGENCE OPERATIONS, OR 


SCIENTIFIC OR TECHNOLOGICAL DEVELOPYENTS 


VITAL TO THE NATIONAL. DEFENSE 
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i 


nN 


a 


A. EXAMPLES: 


STRATEGIC PLAN DOCUMENT ING. 
HE OVERALL CONDUCT OF A WAR, 


1. 


~t > 


2. WAR PLANNING DOCUMENTS “HICH CONTAIN 
WORLDWIDE WARTIME Ns : 
FACTORS FOR THE USE OF NUCLEAR WEAPONS, 


THE SECRET CLASSIFICATION SHALL BE APPLIED 
ONLY TO THE FOLLOWING TYPE OF INEORMATION 
OR “ATERIAL: 
1. JEOPARDIZING THE INTERNATIONAL 
RECATTONS OF THE UNITED STATES. 


2. ENDANGERING THE EFFECTIVENESS OF A 
PROGRAM OR POLICY OF VITAL IWPORTANCE 
TO THE NATIONAL DEFENSE. 


COMPROMISING IMPORTANT WILITARY OR DEFENSE 
PLANS, OR SCIENTIFIC OR TECHNOLOGICAL DEV- 
LOPMENTS [MPORTANT TO THE MATIONAL DEFENSE 


ls REVEALING IMPORTANT INTELLIGENCE OPERATIONS [esf-te es 
A. EXAMPLES: 


1. INFORMATION OF VITAL I¥WPORTANCE 
TO THE NATIONAL DEFENSE CONCERNING 
SPECIFIC QUANTITIES OF WAR RESERVES. 
2. COMMUNICATIONS SECURITY DEVICES AND 
CRYPTOGRAPHIC WATERIAL ThA oe 
INFORMATION OF VITAL IMPORTA‘ , 
TO THE NATIONAL DEFENSE, 


THE CLASSIFICATION COME IDENT LAL IS LIM 
ITED TO THE FOLLOWING TYPE OF DEFENSE 
INFORVATION CR PE ATERTAL 


1. OPER RATICNAL AND BATTLE REPORTS WHICH 
“CONTAIN TNFORMATION OF VALUE TO THE ENERY 


i 8 
Ce INT ELLIGENCE R EPORTS > i, Fe a ee cd a 


4. DEVICES AND #ATERIALS RELATING TO 
COM UNTSATLONS SECURITY. 


lh. PERSONNEL SECURITY INVESTIGATIONS AND 
OTHER INVESTIGATIONS WHICH REQUIRE 
PROTECTION AGAINST UNAUTHORIZED 

DISC LOSUPF. 


CLASS NOTES WEEK THREE PROCEDURE (3~2-3) 
TITLE: INTORDUCTION TO SECUIITY 
JBJECTIVESs UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE TOs 


[, DEFINE THE PHRASE "NEED TO KNOW" AND EXPLAIN THE BASIC 
CONSIDERATIONS THAT ESTABLISH THIS NEED. 


1. DEFINE THE TERM "ACCESS" AS APPLIED TO CLASSIFIED #ATTER. 
[tls DEFINE THE TER! "CLEARANCE®. 


IV. STATE THE PURPOSE FOR CONDUCTING A PEFSONNEL SECURITY 
INVESTIGATION. 


V. NAME AND BRIEFLY DESCRIBE THE CONSIDERATIONS OF THE 
TWO TYPES OF SECURITY INVESTIGATIONS. 


Vi. STATE THE TWO TYPES OF SECURITY CLEARANCES AND EXPLAIN 
THE CIRCUMSTANCES UNDER WHICH THEY MAY bE GRANTED. 


Vil. STATE WHO HAS FINAL AUTHURITY TO GRANT A SECURITY 
CLEARANCE. 


1. NEED TO KNOW 


Ae THE TERA NER DepOeiOR” IS GIVEN TO THE 
. REQUIREMENT THAT DISSEMINATION OF CLASS~ 


Sey INFORMATION BE LIMITED STRICTLY 
STO THOSE PERSONS WHOSE OFFICIAL MILITA:.Y 
x - OR OTHER GOVERNMENTAL DUTIES REAUIRE 
. KNOWLEDGE OK POSSESSION THEREOF. 


een | 


B. RESPONSIBILITY FOR DETERMINING WHETHER 
A PERSON'S DUTIES REG@UIRE THAT HE POSSESS 
OR HAVE ACCESS TC CLASSIFIED INFOF:AATION 
AND WHETHER HE 1S AUTHORIZE TG RECEIVE 
IT RESTS UPON EACH INDIVIDUAL WHO HAS 
POSSESSION, KNOWLEDGE, OR CO :AND CON. 
TROL «F THE INFORMATION INVOLVED AND NOT 
UPON THE PROSPECTIVE RECIPIENT. THIS 
PRINCIPLE 1S APPLICABLE WHETHER THE PRO- 
SPECTIVE RECIPIENT IS AN INDIVIDUAL, A 
CUumlAND, A DEFENSE CGNTRACTOR, ANOTHER 
FEDERAL AGENCY, OR A FOREIGN GOVERNENT. 
A "NEED TO KNOW" IS RECOGNIZED AS ESTAB- 
LISHED WHEN: 


1. THE DISCLOSURE 1S NECESSAPY IN THE 
INTEREST OF _fytepcvde_ Pseehsc 


ee THERE CLEARLY AP. EARS FRO. THE POSI- 
ae STATUS, DUTIES, AND RESPONSI- 
BILITIES OF THE APPLICANT THAT HE HAS 
A LEGITIMATE REQUIREMENT FOR ACCESS 
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TO THE CLASSIFIED INFORMATION IN ORDER 


TO CARRY OUT HIS ASSIGNED DUTIES AND 
RESPONSIBILITIES. 

i 

3. THERE 1S NO OTHER EQUAL OR READY SOURCE Z| 
OF THE SAME CLASSIFIED INFORMATION 
AVAILABLE TO HIM. 


4, THE APPLICANT IS OR CAN BE APPROPRIATELY | 
CLEARED FOR ACCESS TO THE DEGREE OF 
CLASSIFIED [NFORMATION INVOLVED AND IS 
CAPABLE BOTH’ PHYSICALLY AND BENTALLY OF } 
PROVIDING THE DEGREE OF PROTECTION WHICH} 
THAT INFORMATION REQUIRES. 


[1. ACCESS 


A. DEFINITION: THE ABILITY AND OPPORTUNITY = | “Pee ia 
TO OBTAIN KNOWLEDGE Of POSSESSION OF : 


sees rnsmaneeee | 


CLASSIFIED | NFORMATION. 
B. AN INDIVIDUAL DOES NOT HAVE ACCESS TO 
CLASSIFIED INFORMATIGN MERELY BY BEING 
IN A PLACE WHERE SUCH INFORMITION IS : 
KEPT, PROVIDED THE SECURITY MEASURES 


WHICH ArE IN EFFECT PREVENT HI FROM : 
GAINING KNOWLEDGE OR POSSESSION OF SUCH 
CLASSIFIED INFORMATION. 


LE {. CLEARANCE 


Ae DEFINITIONS AN ADMINISTRATIVE DETERMI iA- 
TLON BY COMPETENT AUTHORITY THAT AN INe | 
DIVIDUAL 1S ELIGIBLE, FROM A SECURITY 
STANDPOINT, FOR ACCESS TO CLA SSIF IED live 
FORMATION OF THE SH, fe EP bath 1) ae 

CATEGORY AS THE CLEARANCE BEING 


IVY. PERSONNEL SECURITY INVESTIGATION 


A. PERSONNEL SEGURITY INVESTIGATION ARE 
CONDUCTED TO DETERMINE WHETHER A PERSON, | 
FROM A SECURITY STANDPOINT, SHOULD BE 


ALLOWED TO HAVE ACCESS TO CLASSIFIED IN- } 
FORMATION. 

V. TYPES OF SECRITY INVESTIGATIOnS 
\, NATIONAL AGENCY CHECKS (WAG) 

1. NATIONAL AGENCY CHECKS CONSIST OF A; 

CHECK ITH VARIOUS AGENCIES FOR PER- 


TINENT FACTS HAVING & BEARING ON THE | = 
tosis OF THE INDIVIDUAL. 
ied WS 
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SP UREA AER SE 8 EES 


Vie 


Bs 


EYPES OF SECU 


Ae 


i) 


fo 


2. 


BAC 
1. 


IN THE EVENT OF DEROGATORY OR QUES- 
TIGNABLE |NFORMATION DISCLOSED BY A 
NATIONAL AGENCY CHECK, THE INQUIRY 
WILL BE EXTENDED AS NECESSARY TO OBTAIN 


SUCH ADDITIONAL INFORMATIGN AS HAY BE 
REGUIRED AS A BASIS UPON WHICH TO GRANT 


OR DENY 
KGROUND 


CLEARANCE, 
INVESTIGATIONS 


A BACKGROUND INVESTIGATION WHICH IS 
CONDUCTED FOR CLEARANCE PURPOSES 1S 
DESIGNED TO DEVELOP INFORMATION AS 
TO WHETHE!, THE ACCESS TO CLASSIFIED 
INFORMATION BY THE PERSON BEING IN- 
VESTIGATED IS CLEARLY CONSISTENT 
WITH THE INTEREST GF NATIONAL SECURITY. 
IT SHALL WAKE INQUIRY INTO THE PERTINENT 
FACTS BEARING ON THE LOYALTY ND 
TRUSTWORTHINESS OF THE INDIVIDUAL. IT 
WILL NORMALLY COVER THE MOST RECENT 
_f YEARS OF HIS LIFE OR FROM THE 


DATE OF 


HIS 18TH BIRTHDAY, WHICHEVER 1S 


THE SHORTER PERIOD. WHEN DEROGATORY 
INFORMATION 1S DEVELOPED IN THE COURSE OF 
ANY INVESTIGATION THE INVESTIGATION SHALL 
BE EXTENDED TO ANY PART OF THE INDIVIDUAL'TS 
LiFe NECESSARY TO SUBSTANTIATE OR DISPROVE 
THE INFORMATION AND TOG BASE A SECURITY 
DETERAINATION. THE INVESTIGATION MAY ALSO 
BE EXPANDED WHEN ADDITIONAL INVESTIGATION 


1S SPECIFICALLY REQUIRED BY COMPETENT 
AUTHORITY. 


IRITY CLEARANCES 


FINAL CLEAF ANCE 


1. 


INTER |i 


a 
ie 


ONE GRANTED UPON COMPLETION OF ALL 


INVEST 


IGATIVE RESULREMENTS. 


CLEARANCE 


A DETERMINATION OF TEMPORARY ELIGIBILITY 
FOR ACCESS TO CLASSIFIED INFORMATION. 


AN INTERIM CLEAPANCE SHaLL BE ISSUED 
ONLY WHEN IT 1S CLEARLY ESTABLISHED THAT 


Tre DE 


ay WHILE WAITING FOR THE COMPLETION 


DEFENS 


A FINAL 


[iikED| 
EDURES 


INVESTIGATION Sate ‘TRED FOR A FINAL 


3ANCE WOULD BE HARSFUL TO THE NATIONAL 


Ee INVESTIGATION REQUIRED TO EFFECT 
CLEARANCE SHALL BE INITIATED 
ATELY WHEN [NTERIM CLEARANCE PROC} 
ARE USED. A FINAL CLEARANCE SHALL 
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BE EXECUTED UPON SATISFACTORY COMPLETION 
OF THE INVESTIGATION, UNLESS SUCH CLEAR- 
~ ANCE |S NO LONGER REQUIRED. 


2. IF, UPON REVIEW OF THE STATEMENT OF PER- 
SONAL HISTORY (DD FORM 398) BY THE CLEAR- 
ING AUTHORITY, IT IS APPARENT THAT THE 
FULL INVESTIGATIVE REQUIREMENTS FOR THE 
CATEGORY OF CLEARANCE REQUESTED CANNOT 
BE COMPLETED, AN INTER{f CLEARANCE SHALL 
NOT BE GRANTED, NOR SHALL THE INVESTIGATION 
BE INITIATED. 


Vil. GRANTING SECURITY CLEARANCES | 


PON RECEIPT OF THE RE SL ILTS OF A COMPLETED 
NATIONAL AGENCY CHECK (NAC) OR BACKGROUND 
INVESTIGATION (BI) WHICH HAS BEEN SUBHITTED 
FOR SECURITY CLEaRANCE PURPOSES, THE 
Commavpine. Ceeise? OR OTHER COMPETENT AUTHOR- 
ITY SHALL EITHER GRANT OR DENY A SECURITY 
CLEARANCE. 
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CLASS NOTES WEEK THREE PROCEDURE (3-4-1) 

TITLE: COMPROMISE — . 

OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE TO 

ie DEFINE THE TERY "COMPROMISE" AS APPLIED TO CLASSIFIED MATTER - 
ll. STATE AND EXPLAIN THE THREE PROBABILITIES OF COMPROMISE. 


l}l. EXPLAIN THE PRECAUTIONS USED TO PREVENT COMPROMISES OF 
CLASSIFIED DOCUMENTS DURING WORKING HOURS 


IV, EXPLAIN THE PRECAUTICNS USED TO PREVENT COMPROMISE OF 
CLASSIFIED DOCUMENTS AFTER WORKING HOURS 
1. COMPROMISE 
A. iA "COMPROMISE" IS A LOSS OF SECURITY WHICH \ 
RESULTS FROV AN UNAUTHORIZED PERSON OB- 
ee KNOWLEDGE OF CLASSIFIED INFORMATION J 


THE TERM "UNAUTHORIZED PERSON" WEANS ANY 
PERSON NOT AUTHOR!IZED TO HAVE ACCESS TO. 
CLASSIFIED INFORMATION, 


Be 


ll. PROBABILITIES OF COMPROMISE 
A. COMPROMISE CERTAIN 


1. 17 1S @@ DEFINITELY KNOWN THAT UNAUTHORIZED 
PERSONS HAVE OBTAINED KNCWLEDGE OR POSSESS LON 
OF CLASSIFIED MATTER 


Be COMPROWISE POSSIBLE 


tT. IT IS NOT DEFINITELY KNOWN THAT UNAUTHORIZED 
PERSONS HAVE HAVE NOT OBTAINED KNOWLEDGE 
OR POSSESSION OF CLASSIFIED WATTER. FOR 
INSTANCE, A LOST OR MISPLACED CLASSIFIED 
DOCUMENT. 


C. COMPROMISE IMPOSSIBLE 


4. 7 IS DEFINITELY KNOW THAT UNAUTHORIZED 
PERSONS HAVE NCT OSTAINED KNOWLEDGE OR 
POSSESSION OF CLASSIFIED MATTER. FOR 
INSTANCE, KSCWN DESTRUCTION OF A PUB- 
KVGATAON BY EERE ee oe ss ta ant a 

“So Osa -e TYPE 13 ie: re KOpP)} Se Eff ae SPECT EP ir WeetIALe: 

‘+. PRECAUTIONS USED TO PREVENT COMPROMISE OF 
CLASSIFIED DOCUMENTS DURING WORKING HOURS 
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iV. 


EACH INDIVIDUAL IN THE NAVAL ESTABLISHMENT 
SHALL TAKE EVERY PRECAUTION TO PREVENT 
DELIBERATE OR CASUAL ACCESS TO CLASSIFIED 
INFORMATION BY UNAUTHORIZED PERSONS. AMONG 
THE PRECAUTIONS TO BE FOLLOWED: 


1. WHEN CLASSIFIED DOCUMENTS ARE REMOVED 
FROM STOWAGE FOR WORKING PURPOSES, THEY 
SHALL BE KEPT UNDER CONSTANT SURVEILLANCE 
OR FACE DOWN OR COVERED WHEN NOT IN USE 


2. VISITORS NOT AUTHORIZED ACCESS TC THE 
PARTICULAR CLASSIFIED INFORMATION 
WITHIN A WORKING SPACE SHALL BE RECEIVED 
OR INTERVIEWED IN SPECIFICALLY ARRANGED 
RECEPTION ROOMS OR AREAS, 


4. PRELIMINARY DRAFTS, CARBON SHEETS, CARBON 
PAPER, TYPEWRITER RIRBCNS (ONE TIME) 
PLATES, STENCILS, STENOGRAPHIC NOTES, 
WORKSHEETS, AND ALL SIMILAR ITEMS CON} 
TAINING CLASSIFIED INFORMATION SHALL 
EITHER BE: 


A. DESTROYED BY THE PERSON RESPONSIBLE 
FOR THEIR PREPARATION IMMEDIATELY 
AFTER THEY HAVE SERVED THEIR PURPOSE, 


Be SHALL BE GIVEN THE SAVE CLASSIFI- 
CATIGN AND SAFEGUARD IN THE SAME 
MANNER AS THE CLASSIFIED MATERIAL 
PRESCRIBED, 


lhe $F FOR ANY REASON A ROOW MUST BE 
VACATED DURING WORKING HOURS, THE 
CLASSIFIED VATERIAL THEREIN MUST BE 
STOWED IN THE MANNER PRESCRIBED ~~ 


PRECAUTIONS USED TO CREVENT COMPROMISE OF 
CLASSIF.AED DOCUMENTS AFTER WORKING HOURS. 


A. 


COMMANDING OFFICERS SHALL INSTITUTE A 

SYSTEM OF SECURITY CHECKS AT THE CLOSE 

OF EACH WORKING DAY TO INSURE THAT THE 
CLASSIFIED MATERIAL HELD BY THE COMWAND 1S 
PROPERLY PROTECTED. THEY SHALL REQUIRE THE 
CUSTODIANS GF THE CLASSIFIED MATERIAL TO MAKE 
AN INSPECTION WHICH SHALL INSURE AS A MINI- 
MUM, THAT: 


4. ALL CLASSIFIED VATERIAL 15 STOWED IN 
THE MANNER PRESCRIBED IN OPNAVIST 5514.1 . 
“pee se NAVY Seeutity MANUES 
ce CLASS Ee INFORMA CY 
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ALL CLASSIFIED MATERIAL WHICH MUST BE 
PASSED FROM WATCH TO “ATCH 1S 
PROPERLY ACCOUNTED FOR. 


A. ALL CLASSIFIED MATERIAL WHICH MUST 
BE PASSED FROM WATCH TO WATCH WUST 
BE INVENTORIED AT THE RE Gin Ning 
OF EACH WATCH AND THE Ewp ne 
OF EACH WATCH. 


BURN BAGS ARE PROPERLY STOWED OR DESTROYED 


THE CONTENTS OF WASTBASKETS WHICH 
CONTAIN CLASSIFIED WATERIAL HAVE BEEN 
STOWED OR DESTROYED 


CLASSIFIED SHORTHAND NCTES, CARSON PPAPER 
CARBON PAPER TELETYPE RIBBONS, ROUGH DRAFTS 
AND SIMILAR PAPERS HAVE BEEN PROPERLY STOWED 
OR DESTROYED, AS A “ATTER OF ROUTINE DURING 
THE DAY,.SUCH ITEMS SHALL BE PLACED IN BURN 
BAGS IMMEDIATELY AFTER THEY HAVE SERVED 
THEIR PURPOSE 


COMMANDING OFFICERS SHALL PRESCRIBE PRO- 
CEDURES WHERESY eT eae IDENTIFICATION 
OF THE Sway’ ite RESPONSIBLE FOR THE 
CONTENTS OF ene “CONTAINER OR CLASSIFIED 
MATERIAL SHALL BE READILY AVAILABLE. 


IF A CONTAINER IN WHICH CLASSIFIED HATTER 
IS STOWED 1S FOUND UNLOCKED IN THE ABSENCE 
OF ASSIGNED PERSONNEL, SUCH IMFORMATION 
SHALL BE REPORTED IMMEDIATELY..TO. Tse SENIOR | 
BUTY OF FICERTPRESENT. 


1. THE CONTAINER SHALL BE GUARDED UNTIL 
THE DUTY OFFICER ARRIVES AT THE LO-~ 
CATION OF THE UNLOCKED CONTAINER. 


2. THE DUTY OFFICER SHALL THEN INSPECT 
THE CLASSIFIED VATERIAL INCCLVED, LOCK 
THE CONTAINER, A‘D #AKE A SECURITY 
VIOLATION REPCRT TO TE COMMAND IN 
OFF PCER, 


je TP OPE: DUTY OFF) CER BELTEVES. THAT 
CLASSIFIED INFORMATION MAY HAVE BEEN 
COVPROMISED, HE SHALL REQUIRE THE 
RESPONSIBLE PERSON TO RETURN TO THE 
SHIP OR STATION TO MAKE A DEFINITE 
INSPECTION REPORT. 


PAGE 3 


CLASS NOTES WEEK THREE PROCEDURE (3-3-2) 

TITLE: INTRODUCTION TO NAVAL MESSAGE. 

OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE TO 
|, DEFINE THE TERM "WESSAGE” AS APPLIED TO NAVAL COMVUNICATIONS 


Il, STATE THE LONG AND SHORT TITLE AND GIVE A BRIEF DESCRIPTION 
OF THE CONTENTS OF THE PUBLICATION CONTAINING GENERAL 
COMMUNICATICNS [INSTRUCTIONS 


lll. GIVE A BRIEF EXPLANATION OF THE CONCEPT OF NAVAL MESSAGES 


IV. DEFINE THE TERMS "ORIGINATOR", "DRAFTER", AND "RELEASING 
OFFICER" AS APPLIED TO NAVAL COMMUNICATIONS. 


V. EXPLAIN THE RESPONSIBILITIES OF THE ORIGINATOR AND THE 
ORIGINATOR FUNCTIONS THAT ARE PERFORKED BY THE DRAFTER 
AND RELEASING OFFICER. 


Il. NAVAL MESSAGE 
§ 

A. DEELNITION:: ANY THOUGHT OR IDEA EXPRESSED 
BRIEFLY IN -A PLAIN OR SECRET LANGUAGE, PRE-~ 
PARED IN A FORM SUITABLE FOR TRANSMISSION 
BY ANY MEANS OF CONMUNICATIONS 


It. COMMUNICATIONS PUBLICATIONS 


A, SHORT TITLE: AGP /2Q/ - 


Be LONG TITLE: COMMUNICATIONS INSTRUCTIONS 
GENERAL 7OMMY TNg 


C. PURPOSE: THIS PUBLICATION PROVIDES GENERAL 
INFORMATION ON @MMVUNICATICNS WATTERS. 


1. FOR THE GUIDANCE OF ALL PERSONNEL 


2. TO PROMOTE AN UNDERSTANDING OF THE CON- 
CEPTS AND CAPABILITIES OF MODERN 
MILITARY COMMUNICATIONS SYSTEM 


4e TO FACILITATE 'iSE OF AVAILABLE COMVUNICATIONS 
SERVICES BY COMMANDERS, STAFF OFFICERS AND 
OTHER NON-COVMMUNICATIONS PERSONNEL 


lh. TO PROVIDE A BASIS FOR DETAILED PROCEDURAL 
AND OPERATIONAL PUBLICATIONS IN SUCH COMV- 
UNI CATIONS SUBJECTS AS FREQ., CALL SIGNS, 
ADDRESS GROUPS, AND ROUTING INDICATCRS 


D. SCOPE: CHAPTERS #.4 oF THES PUBL LCAT ION 
ARE DESIGNED TO ORTENTwew-communP& [MN GENERAL. 
COMVUNICATLONS WATTERS AND TO INSTRUCT ALL 
PERSONNEL IN THE DETAILS AT MESSAGE PREPARA- 
TION, OTHER CHAPTERS ARE INTENDED PRINARILY 
FOR USE BY op ons FERSpple’ 


Rite 


iV. 


CONCEPT OF NAVAL WESSAGES 


Ae 


NAVAL COMMUNICATIONS ARE THE MEANS BY 

WHICH A COMMANDER MAKES HIS WILL KNOWN, oe 
AS SUCH, ARE THE VOICE OF COMMAND. ANY 

NAVAL MESSAGE SPEAKS FOR AND WITH THE 

AUTHORITY OF COMMANDER WHO ORIGINATED IT. 


ALL OFFICIAL WESSAGES, WHETHER CLASSIFIED OR 

NOT, CONTAIN PRIVILEGED INFORWATION. TUE 

REVELATION OF CLASSIFIED INFORMATION TO AN 
UNAUTHORIZED PERSON IS PROHIBITED BY LAW, 

NO PERSON 1S ENTITLED TO KNCWLEDGE OR POSS- 

ESSION OF CLASSIFIED OR UNCLASSIFIED COMMU- 

NICATION SOLELY BY VIRTUE OF HIS GRADE, 

POSITION, OFFICE, OR CLEARANCE3A ween fe dws 37 exis: 


THE CONTENTS OF ALL OTHER PERSONAL AND COMM 
ERCIAL MESSAGES HANDLED BY NAVAL COMMUNICA~ 
TIONS SHALL NCT BE REVEALED TO ANYONE BUT THE 
PERSON(3) ADDRESSED AND THE PERSONNEL WHO MUST 
HANDLE THEM AT THE COMMUNICATIONS CENTER. UN- 
AUTHORIZED DISCLOSURE IS PROHIBITED BY LAW. 


af. - pepe y fe fh WESS 4 ra 


ORIGINATOR, DRAFTER AND RELEASING OFFICER 


A. 


A. 


ORIGINATOR ‘ReePtwsdie FOE 


ORIGINATOR 


THE ORIGINATOR OF A_MESSAGE 18 THE AUTHORITY Wor C0, bur 
IN WHOSE NAME A WESSAGE IS SENT, OR 1S THE Commanp ivse % 
COMVAND OR AGENCY UNDER DIREGT GONTROL OF THE 
AUTHORITY APPROVING A MESSAGE FOR TRANSMISSION 


2. THE CRIGINATOR IS RESPONSIBLE FOR THE FUNC- 
TIONS OF THE DRAFTER AND RELEASING OFFICER 


DRAFTER 


abs 


4. A DRAFTER IS A PERSON WHO ACTUALLY COM- 4Swaeey SR, Carrer 


POSES A MESSAGE FOR RELEASE BY THE 
ORIGINATOR OR RELEASING OFFICER 


RELEASING OFFICER 


A RELEASING OFFICER 1S A PERSON WHO MAY  «fsuaity Derr Hees 
AUTHOR | ZE- THE TRANSMISS | ON Oe. A WESSAGE 


RESPONSIBILITIES OF OR IGINATOR s DRAFTER AND 
REDEASTNG OFFICER. 


> yor eh E AR re CLOMMARD 
evened THAT BAEPERE AT THE COMMING 


1. THE ORIGINATOR OF A WESSAGE HAS CER- 


DEFINITE RESPONSIBILITIES AS FOLLOWS: 
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a 


A. DETERMINING WHETHER THE WESS/GE IS 
NECESSARY. A MESSAGE IS NOT TO BE USED 
WHEN A LETTER OR OTHER FORM OF 
COMMUNICATION WILL SUFFICE 


B, DETERMINE THE ADDRESSEE AND THE 
TYPE OF MESSAGE 


C. ENSURING THAT THE TEXT IS DRAFTED | 
IN ACCORDANCE WITH ACP 121 ‘ram.juse Gevexde 


D. ENSURING PROPER USE OF THE PRE- 
SCRIBED MESS/GE FORM. 


E, DETERMINING THE SECURITY CLASSIFICATION 
F. DETERMINING THE PREGEDENSE 


G. ENSURING THAT THE VESSAGE IS SIGNED 
BY THE RELEASING OFFICER 


He FORWARDING THE WESSAGE TO THE 
APPROPRIATE AGENCY FOR TRANSMISSION 


fe ENSURING ALL ADDRRESSEE HOLD 
MESSAGEREFERENCES. 


DRAFTER 


1, THE DRAFTER OF A MESSAGE ACTUALLY COMPOSES 
THE MESSAGE AND WRITES IT ON A MESSAGE 
BLANK. THE extavdree 1S RESPONSIBLE FOR ae 
THE FUNCLIONS OF THE ORAFTER. piperen peTEmouaie> 
UNGELON Bae cons 


RELEASING OFFICER 


4. THE RELEASING OFFICER AUTHORIZES THE een reice menawy s, 
TRANSMISSTON OF A MESSAGE FOR AND IN payers TY PEO 
THE NAME OF THE te wAy i a i a 


2. THE RELEASING OFFICER CHECKS THE WESSAGE 
THAT THE DRAFTER COMPOSES PRIOR TO RFL- 
EASING IT. HE ENSURES THAT THE 
MESSAGE IS BRIEF, CONCISE, HAS PROPER 
PRECEDENCE, CLASSIFICATION, DOWNGRADING 
INSTRUCTIONS, AND THE TEXT IS IN ACCORDANCE 
WITH ACP 121, THE RELEASING OFFICER MAY 
CHANGE OR CORRECT ANY OF THE ABOVE MEN- 
TIONED ITEMS PRIOR TO RELEASING THE 
MESSAGE. 
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CLASS NOTES WEEK THREE PROCEDURE (3-3-3) 
TITLE: BASIC MESSAGE FORMAT 
OBJECTIVES: UPON COMPLETION OF THIS LESSON YOU WILL BE ABLE To: 


fe LIST THE PARTS, COMPONENTS AND ELEMENTS IN PROPER 
ORDER, INCLUDING PORTIONS OF A NAVAL WESSAGE, 


It. DEFINE THE TERM "PRECEDENCE" AND EXPLAIN ITS SIGNIFICANCE 
TO THE ORIGINATOR, COMMUNICATIONS PERSONNEL AND ADDRESSEES, 


Jfta-DEFINE AND EXPLAIN THE PURPOSE OF THE DATE-TIWE GROUP. 


IV. DEFINE AND EXPLAIN THE PURPOSE CF WESSAGE INSTRUCTIONS. 


Wm memes meme meee mmm maw 


l. NAVAL WESSAGE: PARTS, COMPONENTS AND ELEMENTS 


A. EACH NAVAL VESSAGE WILL HAVE THREE "PARTS": 


2. ~fexr 
3. EWG Ee 


Be EACH VESSAGE PART HAS CERTAIN COMPONENTS 
WHICH ARE BROKEN DOWN INTO ELEMENTS AND CONTENTS. 


C. HEADING | 
1, COMPONENTS 
A.@ PROCEDURE 
“Mf ie’ 4. CALL 
(2, TRANSMISSION INSTRUCTIONS 
B. -- PREAMBLE 
\ 1. PRECEDENCE 
eS 2. DATE-TIKE GROUP 
Cg, MESSAGE INSTRUCTIONS 
C. ADDRESS 
4. ORIGINATORS SIGN, ORIGINATOR 
2, ACTION ADDRESSEE SIGN, ACTION ADDRESSEE 


3. INFORMATION ADDRESSEE SIGN, INFORMATION 
ADDRESSEE 


lh. EXEMPTED ADDRESSEE SIGN, EXEMPTED ADDRESSEE 
PAGE 1 


De 


an 


Fe 


9 PREP LA 


1. ACCOUNTING INFORMATION, GROUP 
COUNT 


TEXT 
4. SUBJECT MATTER 
END ING 
“, PROCEDURE 
&. TIME GROUP 
o CONFIRMATION (AS REQUIRED) 
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